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(57) ABSTRACT

There are provided a method, a system and an initiator server
for a secure execution of workflow tasks of a workflow to be
executed according to a given execution pattern in a distrib-
uted workflow management system within a decentralized
network system with a plurality of servers (b, by, ..., b,)
including at least an initiator server and at least a number of
groups of servers of the plurality of servers. Each group
satisfies a policy (pol,) of a vertex, and thus, knows a corre-
sponding policy key pair including a policy private key
(SK,,.;;) and a policy public key (PK,,,;), respectively. Each
vertex denotes a set of workflow tasks to be executed in
accord with the execution pattern and is assigned a vertex key
pair including a vertex private key and a vertex public key.
The vertex private keys and the policy public keys are jointly
encrypted within a first onion structure, the first onion struc-
ture being built up of a number of onion layers representing
the execution pattern which defines a succession of vertices
such that each layer is decryptable by using the policy private
key of exactly one vertex thus revealing the corresponding
vertex private key.
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1
METHOD AND A SYSTEM FOR SECURE
EXECUTION OF WORKFLOW TASKS IN A
DISTRIBUTED WORKFLOW MANAGEMENT
SYSTEM WITHIN A DECENTRALIZED
NETWORK SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of European Patent
Application Serial No. 07 290 413.9, filed on Apr. 4, 2007,
which is incorporated by reference in its entirety.

TECHNICAL FIELD

This description refers to a distributed workflow manage-
ment system within a decentralized network system, particu-
larly to a secure execution of workflow tasks of a workflow in
a distributed workflow management system within a decen-
tralized network system.

DESCRIPTION OF THE RELATED ART

In computer science workflow management systems are
used to distribute the execution of workflow tasks to a number
of servers within a network system. The infrastructure either
can be a centralized workflow management system compris-
ing a trusted centralized point of coordination or a more
flexible decentralized workflow management system. Exist-
ing distributed workflow management systems eliminate on
the one hand the need for a centralized coordinator that can be
a performance bottleneck in some business scenarios. This
flexibility introduced by decentralized workflow manage-
ment systems on the other hand raises new security require-
ments like integrity of workflow execution in order to assure
the compliance of the overall sequence of operations with a
pre-defined workflow execution plan. Moreover, as opposed
to usual centralized workflow management systems, the dis-
tributed execution of workflows can not rely on a trusted
centralized coordination mechanism to manage the most
basic execution primitives such as message routing between
servers. Yet, existing decentralized workflow management
systems appear to be limited when it comes to integrating
security mechanisms that meet these specific requirements in
addition to the ones identified in the centralized setting. Even
though some recent research efforts in the field of distributed
workflow security have indeed been focusing on issues
related to the management of rights in server assignment or
detecting conflicts of interests, basic security issues related to
the security of the overall workflow execution such as integ-
rity and evidence of execution have not yet been addressed.

Security of cross-organizational workflows in both central-
ized and decentralized settings has been an active research
field over the passed years mainly focusing on access control,
and separation of duty in conflict of interests issues. However,
in the decentralized setting issues related to the integrity of
workflow execution and workflow instance forging have been
left aside.

SUMMARY

Therefore, it is an object to provide new security mecha-
nisms supporting a secure execution of workflows in a decen-
tralized setting. The proposed mechanisms assure the integ-
rity of the distributed execution of workflows and prevent
servers from being involved in a workflow instance forged by
a malicious peer. Therefore, it is capitalized in the following

10

20

25

30

35

40

45

50

55

60

65

2

on onion encryption techniques and security policy models in
the design of these mechanisms.

In one aspect, there is provided a method for a secure
execution of workflow tasks of a workflow to be executed
according to a given execution pattern in a distributed work-
flow management system with a plurality of servers, each
server satisfying a policy of a vertex of the workflow, and
thus, knowing a corresponding policy private key and a cor-
responding policy public key, respectively, the method com-
prising, starting at an i’th server which is determined at runt-
ime in accord with the execution pattern to perform the i’th
vertex of the workflow, the policy of which the i’th server
satisfies, at least the following operations:

receiving a first onion structure being built up of a number

of onion layers representing the execution pattern with
an outermost layer including an i’th vertex private key
assigned to the i’th vertex and encrypted with the i’th
policy public key,

receiving the workflow originating from an initiator server

and including workflow data encoded by a correspond-
ing 1’th vertex public key,

decoding the i’th vertex private key by using the i’th policy

private key, and

decoding the workflow data encoded by the i’th vertex

public key from the received workflow by using the i’th
vertex private key,

executing the i’th vertex and processing the decoded work-

flow data accordingly, and

updating the workflow according to the executed i’th ver-

tex and the processed workflow data.

In another aspect, a method for a secure execution of work-
flow tasks of a worktlow to be executed according to a given
execution pattern in a distributed workflow management sys-
tem within a decentralized network system is provided. The
network system comprises a plurality of servers including at
least an initiator server and at least a number of groups of
servers of the plurality of servers, wherein each group satis-
fies a policy of a vertex, and thus, knows a corresponding
policy key pair including a policy private key and a policy
public key, respectively. Further, each vertex denotes a set of
workflow tasks to be executed in accord with the execution
pattern and is assigned a vertex key pair including a vertex
private key and a vertex public key. The vertex private keys
and the policy public keys are jointly encrypted within a first
onion structure, the first onion structure being built up of a
number of onion layers reproducing the execution pattern
which defines a succession of vertices such that each layer is
decryptable by using the policy private key of exactly one
vertex thus revealing the corresponding vertex private key.
The proposed method comprises, starting at an i’th server as
the one server of one of the groups of servers which is deter-
mined at runtime in accord with the execution pattern to
perform one of the vertices of the workflow, the policy of
which the i’th server satisfies, called herein the i’th vertex, at
least the following operations:

receiving the first onion structure with an outermost layer

including the i’th vertex private key and encrypted with
the i’th policy public key,

receiving the workflow originating from the initiator server

and including workflow data encoded by the i’th vertex
public key,

decoding the i’th vertex private key by using the known i’th

policy private key, and

decoding the workflow data encoded by the i’th vertex

public key from the received workflow by using the i’th
vertex private key,
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executing the i’th vertex and processing the decoded work-

flow data accordingly, and

updating the workflow according to the executed i’th ver-

tex and the processed workflow data.

It is possible that the operation of updating the workflow
comprises encoding at least the processed worktlow data with
the (i+1)’th vertex public key corresponding to the succession
of vertices and adding those workflow data to the workflow,
and that the method further comprises the following opera-
tion:

sending the updated workflow and the partly decoded first

onion structure further to at least one (i+1)’th server as
one server of the group of servers satisfying the policy of
an (i+1)’th vertex as the next vertex in the succession of
vertices.

Thereby, the i’th server can choose the (i+1)’th server at
runtime to execute the (i+1)’th vertex as the vertex following
the 1’th vertex in the succession of vertices.

It is supposable that the processed workflow data are
included in a data block consisting of two fields, the pro-
cessed workflow data that have last been modified during
execution of the 1’th vertex and a signature, and wherein the
data block is associated with a set of signatures that is com-
puted by the 1’th server assigned to the i’th vertex at runtime.

The data block and the set of signatures can be determined
according to the following formulas:

By =(dysigna(dy))

Sigﬂa(dk):{hl () }SK,,

wherein d, describes the actual data, h, a first hash function,
and SK,, the private vertex key of vertex a.

Generally, it is possible that the first onion structure is
determined by the initiator server.

According to a further aspect, along with the execution of
the workflow, a second onion structure is built at each execu-
tion step with vertex private keys based on the workflow
execution pattern, the second onion structure being initialized
by the initiator server, so that the i’th server receives the
second onion structure with (i-1) layers and encrypts its
upper layer with the i’th vertex private key to extend the
second onion structure up to i layers which is sent to the
(i+1)’th server upon completion of the i’th vertex.

Afterwards, the i’th server sends a workflow message to the
(i+1)’th server upon execution of the i’th vertex and updating
of'the worktlow, the workflow message including the updated
workflow, the first onion structure and the extended second
onion structure so that the (i+1)’th server can first retrieve the
(i+1)’th vertex private key from the first onion structure, can
verify compliance of the workflow execution with the work-
flow pattern using the extended second onion structure and
finally can execute the (i+1)’th vertex and process the work-
flow data accordingly.

It is possible that the second onion structure is initiated by
the initiator server who computes the first layer as the most
inner layer by determining a hash value of a workflow policy
using the first hash function and encoding the according to the
succession of vertices.

The workflow policy can be defined by the initiator server.
hash value by the policy private key of the first vertex

It can be provided that each vertex key pair assigned to
exactly one vertex is defined for a single instance of the
workflow so that it cannot be reused during any other work-
flow instance.

The first onion structure can adopt and represent a wide
variety of different execution patterns, also called workflow
patterns.
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In one possible aspect, the first onion structure O, repre-
sents a sequence workflow pattern which can be described by
the following formula:

L = 15K}

0,006 ={t WP, s SKyii ] for i€ 2, 1]

et = {labpi )

wherein |, describes the j’th layer of the onion structure O,
SK; describes the j’th vertex private key, and PKpon describes
the j’th policy public key, wherein je[1,n].

Alternatively, it is possible that the first onion structure O,
represents a AND-SPLIT workflow pattern which can be
described by the following formula:

Og1 =1{5K1, Oaz, Og3... , Oy}

04 :{{SK;} }for ie[2n-1]

PK o,

wherein O, describes an onion as part of the onion structure
O, SK; describes the j’th vertex private key, and PK,, ;
describes the j’th policy public key, wherein je[1,n].

Furthermore, it is possible that the first onion structure O,
represents a AND-JOIN workflow pattern which can be
described by the following formula:

Ogy = {{’1’ SKyy }Pl(poln}

04 = {{SKn‘.}PKpo } forie[2n—1]

ln

wherein O, describes an onion as part of the onion structure
O, PKpon describes the j’th policy public key, the vertex
private key SK, is divided into n—-1 parts and defined by
SK,=SK,, @SK,, @ . . . BSK,, , describes the onion struc-
ture, wherein je[1,n-1].

The first onion structure O, can also represent a OR-SPLIT
workflow pattern which can be described by the following
formula;

O4 =15K1, O4y, Oy, ... , Og,}

Oy = {{SK;}PKM‘_ } forie[2,n—1]

wherein O, describes an onion as part of the onion structure
0, PK,, ; describes the j’th policy public key, and SK;
describes the j’th vertex private key, wherein je[1,n-1].

Itis also possible that the first onion structure O, represents
a OR-JOIN workflow pattern which can be described by the
following formula:

I ={A, SK,,}
Oy
¢ {12 = {{ll}Pl(poln}

wherein PK,,,; describes the n’th policy public key, and SK,,
describes the n’th vertex private key, A describes the onion
structure, and 1, and 1, layers of the onion structure O,
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The first onion structure can also represent a combination
of any of the above mentioned workflow patterns. It is pos-
sible that the first onion structure enabling the vertex private
keys distribution during the execution of the workflow can
represent a worktlow pattern consisting of a plurality of dif-
ferent branches. Starting from the above mentioned basic
workflow patterns the procedure towards building a first
onion structure corresponding to a more complicated work-
flow pattern is rather straightforward and will be explained in
more detail below.

According to a further aspect, the vertex key pairs are
defined as follows: ie[1,n]

| PKi = (Wia @ Sw ®vi)

\ SK; = s X by (PK;)

wherein seZ; for a prime q, s is called a master key held by
the initiator server, h, is a second hash function, W, is a
string, called workflow instance identifier, S, denotes a
workflow specification, v, is the i’th vertex, and the vertex key
pairs (PK,,SK,) are calculated upon creation of the workflow
pattern.
In another aspect, there is provided a system configured to be
used for a secure execution of workflow tasks of a workflow
to be executed according to a given execution pattern within
a decentralized network system, the system including at least
an initiator server and a plurality of servers, each server
satisfying a policy of a vertex of the workflow, and thus,
knowing a corresponding policy key pair including a policy
private key and a policy public key, respectively, wherein each
vertex is assigned a vertex key pair including a vertex private
key and a vertex public key, wherein an i’th server as at least
one server which is to be determined at runtime of the work-
flow in accord with the execution pattern to perform one of the
vertices of the workflow, the policy of which the i’th server
satisfies, called herein the i’th vertex, is configured to perform
at least the following operations:
receiving the first onion structure being built up of a num-
ber of onion layers representing the execution pattern
with a most upper layer including the i’th vertex private
key and being encrypted with the i’th policy public key,

receiving the workflow originating from the initiator server
and including workflow data encoded by the i’th vertex
public key,

decoding the i’th vertex private key by using the known i’th

policy private key, and

decoding the workflow data encoded by the i’th vertex

public key from the received workflow by using the i’th
vertex private key,

executing the i’th vertex and processing the decoded work-

flow data accordingly, and

updating the workflow according to the executed i’th ver-

tex and the processed workflow data.

In still another aspect, a system is provided which is usable
for a secure execution of workflow tasks of a workflow to be
executed according to a given execution pattern within a
decentralized network system with a plurality of servers. The
system includes at least an initiator server and at least a
number of groups of servers of the plurality of servers, each
group satisfying a policy of a vertex, and thus, knowing a
corresponding policy key pair including a policy private key
and a policy public key, respectively. Each vertex denotes a
set of workflow tasks to be executed in accord with the execu-
tion pattern and is assigned a vertex key pair including a
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6

vertex private key and a vertex public key. The vertex private
keys and the policy public keys are jointly encrypted within a
first onion structure, the first onion structure being built up of
a number of onion layers representing the execution pattern
which defines a succession of vertices such that each layer is
decryptable by using the policy private key of exactly one
vertex thus revealing the corresponding vertex private key.
Thereby, an 1’th server as at least one server of one of the
groups of servers which is to be determined at runtime of the
workflow in accord with the execution pattern to perform one
of the vertices of the workflow, the policy of which the i’th
server satisfies, called herein the i’th vertex, is configured to
perform at least the following operations:

receiving the first onion structure with an outermost upper

layer including the i’th vertex private key and being
encrypted with the 1’th policy public key,

receiving the workflow originating from the initiator server

and including workflow data encoded by the i’th vertex
public key,

decoding the i’th vertex private key by using the known i’th

policy private key, and

decoding the workflow data encoded by the i’th vertex

public key from the received workflow by using the i’th
vertex private key,

executing the i’th vertex and processing the decoded work-

flow data accordingly, and

updating the workflow according to the executed i’th ver-

tex and the processed workflow data.

It is possible that the operation of updating the workflow
comprises encoding at least the processed workflow data with
the (i+1)’th vertex public key corresponding to the succession
of vertices and adding those workflow data to the workflow,
and that the i’th server is configured to further execute at least
the following operation:

sending the updated workflow and the partly decoded first

onion structure further to at least one (i+1)’th server as
one server of the group of servers satisfying the policy of
an (i+1)’th vertex as the next vertex in the succession of
vertices.

It can be arranged that the i’th server is configured to
choose the (i+1)’th server at runtime to execute the (i+1)’th
vertex as the vertex following the i’th vertex in the succession
of vertices.

As already mentioned with respect to the proposed method,
itis also possible with respect to the system that the processed
workflow data are included in a data block consisting of two
fields, the processed worktlow data that have last been modi-
fied during execution of the i’th vertex and a signature, and
wherein the data block is associated with a set of signatures
that is to be computed by the i’th server assigned to the i’th
vertex at runtime.

The data block and the set of signatures can be determined
according to the following formulas:

By =(dysign,(dy))

sign,,(d)={%(dy) }SK,,

wherein d, describes the actual data, h, a first hash function,
and SK, the vertex private key of vertex a.

In one possible aspect of the system, the first onion struc-
ture is determined by the initiator server.

Furthermore, it is possible that, along with the execution of
the workflow, a second onion structure is to be built at each
execution step with vertex private keys based on the workflow
execution pattern, the second onion structure being initialized
by the initiator server, so that the i’th server can receive the
second onion structure with (i-1) layers and can encrypt its
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upper layer with the i’th vertex private key to extend the
second onion structure up to ilayers which is to be sent to the
(i+1)’th server upon completion of the i’th vertex.

It can be provided that the i’th server can send a workflow
message to the (i+1)’th server upon execution of the i’th
vertex and updating of the workflow, the workflow message
including the updated workflow, the first onion structure and
the extended second onion structure so that the (i+1)’th server
can first retrieve the (i+1)’th vertex private key from the first
onion structure, can verify compliance of the workflow
execution with the workflow pattern using the extended sec-
ond onion structure and finally can execute the (i+1)’th vertex
and process the workflow data accordingly.

Further it can be established that the second onion structure
is to be initiated by the initiator server who can compute the
first layer as the most inner layer by determining a hash value
of'a workflow policy using the first hash function and encod-
ing the hash value by the policy private key of the first vertex
according to the succession of vertices.

Thereby, it is possible that the workflow policy is to be
defined by the initiator server.

It can also be determined that each vertex key pair assigned
to exactly one vertex is to be defined for a single instance of
the workflow so that it cannot be reused during any other
workflow instance.

As already mentioned above, the first onion structure can
represent a wide variety of different workflow patterns. There
are some basic workflow patterns, such as a sequence work-
flow pattern, an AND-SPLIT workflow pattern, an AND-
JOIN workflow pattern, an OR-SPLIT workflow pattern and
an OR-JOIN workflow pattern, which can also be combined
to form much more complex workflow patterns.

According to another aspect, an initiator server for initiat-
ing a secure execution of worktlow tasks of a workflow to be
executed according to a given execution pattern within a
decentralized network system with a plurality of servers is
provided. The system includes at least a number of groups of
servers of the plurality of servers, each group satisfying a
policy of a vertex, and thus, knowing a corresponding policy
key pair including a policy private key and a policy public key,
respectively, wherein each vertex denotes a set of workflow
tasks to be executed in accord with the execution pattern and
is assigned a vertex key pair including a vertex private key and
a vertex public key. The proposed initiator server is config-
ured to encrypt the vertex private keys and the policy public
keys jointly within a first onion structure, wherein the first
onion structure is built up of a number of onion layers repre-
senting the execution pattern which defines a succession of
vertices such that each layer is decryptable by using the policy
private key of exactly one vertex thus revealing the corre-
sponding vertex private key. The initiator server is further
configured to determine at least one server of one of the
groups of servers at runtime of the workflow in accord with
the execution pattern to perform one of the vertices of the
workflow.

The initiator server can be one server of at least one of the
groups of servers, each group satisfying a policy of a vertex.

The initiator server can further be configured to initialize,
along with the execution of the workflow, a second onion
structure which is to be extend at each execution step with
vertex private keys based on the workflow execution pattern,
so that the 1’th server can receive the second onion structure
with (i-1) layers and can encrypt its upper layer with the i’th
vertex private key to extend the second onion structure up to
ilayers which is to be sent to the (i+1)’th server upon comple-
tion of the i’th vertex.
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It is also possible that the initiator server can initialize the
second onion structure by computing the first layer as the
most inner layer by determining a hash value of a workflow
policy using the first hash function and encoding the hash
value by the policy private key of the first vertex according to
the succession of vertices.

Furthermore, it is possible that the initiator server is con-
figured to define the workflow policy.

In another aspect, a computer program product is provided
with a computer-readable medium and a computer program
stored on the computer-readable medium with a program
code which is suitable for carrying out a method for securely
executing workflow tasks in a distributed workflow manage-
ment system within a decentralized network system as
described before when the computer program is run on a
computer.

Another implementation provides a computer program
with a program code which is suitable for carrying out a
method for securely executing workflow tasks in a distributed
workflow management system within a decentralized net-
work system as described before when the computer program
is run on a computer.

A computer-readable medium with a computer program
stored thereon is also provided, the computer program com-
prising a program code which is suitable for carrying out a
method for securely executing workflow tasks in a distributed
workflow management system within a decentralized net-
work system as described before when the computer program
is run on a computer.

Further features and embodiments will become apparent
from the description and the accompanying drawings.

For the purpose of clarity, the present discussion refers to
an abstract example of a method, a system and an initiator
server, respectively. However, implementations of the
method, the system and the initiator server may operate with
a wide variety of types of network systems including net-
works and communication systems dramatically different
from the specific example as illustrated in the following draw-
ings.

It should be understood that while details of one or more
implementations are described in terms of a specific system,
further implementations may have applications in a variety of
communication systems, such as advanced cable-television
systems, advanced telephone-networks or any other commu-
nication systems that would benefit from the system or the
method. It is intended that the system as used in this specifi-
cation and claims is realizable within any communication
system unless the context requires otherwise.

Implementations are schematically illustrated in the draw-
ings by way of an example embodiment and explained in
detail with reference to the drawings. It is understood that the
description is in no way limiting and is merely an illustration
of various implementations.

It will be understood that the features mentioned above and
those described hereinafter can be used not only in the com-
bination specified but also in other combinations or on their
own, without departing from the scope of the present disclo-
sure.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings,

FIG. 1 is a block diagram showing an example for a work-
flow, comprising a sequence-, an AND-Split- and an AND-
JOIN-workflow pattern,
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FIG. 2 is showing the principle of a first onion structure,
namely a key distribution scheme O, and a second onion
structure, namely an execution proof mechanism O,

FIG. 3 is a block diagram of the accessibility to workflow
data, stored within a specific data block,

FIG. 4 is a block diagram of a sequence workflow pattern,

FIG. 5 is a block diagram of an AND-SPLIT workflow
pattern,

FIG. 6 is a block diagram of an AND-JOIN workflow
pattern,

FIG. 7 is a block diagram of a workflow massage structure,

FIG. 8 shows a sequence of operations for a workflow
initiation, and

FIG. 9 shows a sequence of operations for a workflow
message processing.

DETAILED DESCRIPTION

A workflow management system was designed in F. Mon-
tagut and R. Molva. Enabling pervasive execution of work-
flows. In Proceedings of the i* IEEE International Confer-
ence on Collaborative Computing: Networking, Applications
and Worksharing, CollaborateCom, 2005. and is used to sup-
port the following description. This model introduces a work-
flow management system supporting the execution of busi-
ness processes in environments without infrastructure. This
workflow management system features a distributed architec-
ture characterized by two objectives:

1. Fully decentralized architecture: the workflow manage-
ment task is carried out by a set of devices in order to cope
with the lack of dedicated infrastructure.

2. Dynamic assignment of servers to workflow tasks: the
actors can be discovered at runtime.

Having designed an abstract representation of the work-
flow in form of a workflow pattern whereby servers, also
designated as business partners, are not yet assigned to work-
flow tasks, an initiator server launches the execution and
executes a first set of workflow tasks. Then the initiator server
searches for a server able to perform a next set of workflow
tasks. Once the discovery phase is complete, a workflow
message including all workflow data is sent by the workflow
initiator server, also called initiator server, to the newly dis-
covered server and the workflow execution further proceeds
with the execution of the next set of workflow tasks and a new
discovery procedure. The execution pattern is stateless so that
upon completion of required workflow tasks each server
sends all workflow data to the next server involved and thus
does not have to remain online till the end of the workflow
execution. In this decentralized setting, the data transmitted
amongst servers include all workflow data. W denotes in the
following the abstract representation of a distributed work-
flow defined by W={(V,)¢1,1,0} Where v, denotes a vertex
which is a set of workflow tasks that are performed by a server
b, assigned to v, and 9 is the set of execution dependencies
between those vertices.

(M"ﬁfp)

pe[l,Zj]

is noted as a set of workflow messages issued by b, to the z,
servers assigned to the vertices
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Ve dpeq,a)

executed right after the completion of v,. An instance of W
wherein servers have been assigned to vertices is denoted
W, ={W,.(b)icr1,}» Where W, is a string called workflow
instance identifier.

This model is depicted in FIG. 1. The present description
only mentions a subset of execution dependencies or work-
flow patterns, namely sequence workflow patterns, AND-
SPLIT workflow patterns, AND-JOIN workflow patterns,
OR-SPLIT workflow patterns and OR-JOIN workflow pat-
terns. A variety of other workflow patterns or combinations
thereof are also possible.

FIG. 1 shows a possible workflow execution pattern. There
are seven vertices v, to v, to be executed according to the
given execution pattern. Each vertex v, is assigned to a server
b, which has to execute the vertex v, when appealed for in
accord with the execution pattern. Upon execution of vertex
v,, servers b, and b, assigned to vertices v, and v,, respec-
tively, are contacted concurrently by b, assigned to v, as
indicated by the bifurcation “AND-Split”. Server b, contacts
server b assigned to vertex v, upon execution of vertex v,.
Server b, executes vertex v, and contacts then server bs
assigned to vertex vs. Vertex v, is executed by server by if
server by receives a message form server b, upon execution of
v, and a further message from server b upon execution of v
as indicated by block “AND-Join”. The workflow is termi-
nated by server b, assigned to vertex v, which is contacted by
server by upon execution of vertex v,

Such a distributed execution of workflows raises security
constraints due to the lack of dedicated infrastructure assur-
ing the management and control of the workflow execution.
As a result, basic security features such as compliance of the
workflow execution with the predefined plan are no longer
assured so far.

Three main categories of security requirements for a dis-
tributed workflow system are: authorization, proof of execu-
tion and workflow data protection.

Concerning authorization, the main security requirement
for a workflow management system is to ensure that only
authorized servers are assigned to workflow tasks throughout
a workflow instance. In the decentralized setting, the assign-
ment of workflow tasks is managed by servers themselves
relying on a service discovery mechanism in the case of
runtime assignment. In this case, the server assignment pro-
cedure enforces a matchmaking procedure whereby the secu-
rity credentials for the servers are matched against security
requirements for workflow tasks.

Concerning execution proofs, a decentralized workflow
management system does not offer any guarantee regarding
the compliance of actual execution of workflow tasks with the
predefined execution plan. Without any trusted coordinator to
refer to, a server b, assigned to a vertex v, needs to be able to
verify that the vertices scheduled to be executed beforehand
were actually executed according to the workflow pattern.
This is a crucial requirement to prevent any malicious peer
from forging a workflow instance.

A need for workflow data protection occurs particularly in
the case of decentralized workflow execution, wherein the set
of workflow data denoted D=(d, ), ;; 1s transferred from one
server to another. This raises major requirements for work-
flow data security in terms of integrity, confidentiality and
access control as follows:
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1. Data confidentiality: for each vertex v,, the server b,
assigned to v, should only be authorized to read asubset D,”
of D. In the example of FIG. 1 server b, assigned to v, and
server bs assigned to vy are only authorized to read d,,
respectively, as indicated by the fact that d,eD,”; and
d,eDJ’, respectively.

2. Data integrity: for each vertex v,, the server b, assigned to v,
should only be authorized to modify a subset D, of D. In
the example of FIG. 1 server b, assigned to v, is authorized
to modify d, since d,eD,™. The same applies for server b,
assigned to v; and server by assigned to v,.

3. Access control: the subsets D,” and D, associated with
each vertex v, should be determined based on the security
policy of the workflow.

Therefore, according to one proposed approach two types
of key pairs are introduced. Each vertex v, is first associated
with a policy pol, defining a set of credentials a candidate
server needs to satisfy in order to be assigned to v,. The policy
pol,is mapped to akey pair (PK,,.;,SK ), Where SK,,; is the
policy private key and PK,,,, the pohcy public key Thus
satistying the policy pol, is eqﬁivalent to knowing the policy
private key SK,, ;. The policy private key SK,,,; can be dis-
tributed by a single key distribution server based on the com-
pliance of servers with policy pol, or by means of a more
sophisticated cryptographic scheme such as group key distri-
bution. Second, vertex key pairs (PK,,SK,),,,; are intro-
duced to protect the access to workflow data. A key distribu-
tion scheme is suggested wherein a server b, whose identity is
apriori unknown retrieves the vertex private key SK, upon his
assignment to the vertex v,. Onion encryption techniques with
policy public keys PK ., are used to distribute vertex private
keys SK,.

Furthermore, execution proofs have to be issued along with
the workflow execution in order to ensure the compliance of
the execution with the pre-defined plan. To that effect, onion
encryption techniques are introduced in order to built an
onion structure with vertex private keys to assure the integrity
of the workflow execution. The suggested key distribution
scheme (O,) and the execution proof mechanism (O,) are
depicted in FIG. 2 and specified in more detail later on. In the
following M denotes a message space, C a ciphertext and K
a key space. An encryption of a message me M with a key
KeK is noted {m}, and h,, h, denote a first and a second
one-way hash function.

FIG. 2 clearly shows the principle according to which a first
onion structure O, and a second onion structure O,, are trans-
ported, updated and processed between servers b,, each server
b, being assigned to a respective vertex v, which he has to
execute according to a given execution pattern. The two onion
structures are generally included in the messages which are
transported between the servers. In FIG. 2 the two onion
structures are illustrated due to clarity separately from one
another. In the case shown in FIG. 2 the messages are trans-
ported sequentially between servers b,_;, b, and b,, |. Server
b,_, which is assigned to vertex v,_, receives the message
including the first onion structure O .. The serverb,_, peels off
the first onion structure O, by using the policy public key
PK,,;, ,- By decrypting the outermost layer of the first onion
structure O, server b,_; can retrieve the vertex private key
SK,_,. By means of the vertex private key SK,_, server b,_,
can get access to workflow data which he received from
server b,_, upon execution of vertex v,_, right before vertex
v,_,. Along with the workflow execution the second onion
structure O, is built at each execution step with the appropri-
ate vertex private key in order to allow servers to verify the
integrity of the workflow execution. The second onion struc-
ture O,, is initialized by the initiator server who computes the
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most inner layer. Thereby, a public parameter is computed by
the workflow initiator server and that is available to the serv-
ers being involved in the execution of the workflow. The
second onion structure O,, is initialized this way so that it
cannot be replayed as it is defined for a specific instance of a
workflow specification. At step i—1 of the workflow execution
server b,_, receives O,,  and encrypts its upper layer with the
vertex private key SKZ ; to build an extended second onion
structure O, which he sends further to server b, upon
completionofvertex v,_; asindicated in the upper part of FIG.
2. The nextserver b, assigned to vertex v, receives now the first
onion structure O, partly peeled off up to the onion layer
which is encoded by the policy public key PK,,,;. Server b,

assigned to v, knows the policy private key SK,,, since server
b, satisfies the policy pol, of the vertex v,. Therefore serverb,

can retrieve from the first onion structure O, the vertex private
key SK, by using the policy private key SK,, ;. As already
described with respect to the previous server b,_, serverb, can
use the vertex private key SK, to decode the workflow data he
has to process during execution of vertex v, and also to
encrypt the upper layer of the second onion structure O, with
SK, to build an updated second onion structure O,,, namely by
burldrng a next layer O, so that he can send the extended
second onion structure Op to the next server bl+ , together with
the updated workflow data and the first onion structure O,
partly peeled off up to the next inner layer which is encoded
by the policy pubhc key PK,; . Serverb,,, can now retrieve
from the first onion structure O, ; the vertex private key SK,,
by using the pohcy privatekey SK,,,; . The vertex private key
SK,,, can again be used to decode ‘the encrypted workflow
data and also to update the second onion structure O, by
building the next onion layer O,, , as indicated in the upper
part of FIG. 2.

Concerning the data protection, the role of a server b,
assigned to a vertex v, consists in processing the worktflow
data that are granted read-only and read-write access during
the execution of vertex v,. In FIG. 3 a specific structure is
depicted called data block to protect workflow data accord-
ingly. Each data block consists of two fields: the actual datad,
and a signature sign(d,)={h,(d,)}s . The data block is
denoted as B,*=(d,,sign,(d,)) includiﬁg a data segment d,
that has last been modified during the execution of vertex v,.
The data block B,* is also associated with a set of signatures
denoted H,” that is computed by b, assigned to v,,.

Hf = {{hl({BZ}PK;)}SKa | te RZ}

where R,* denotes the set defined by R,*={le[1,n]I(d,eD; -
D;") and (v, s executed after v,,) and (v, is executed before the
first vertex v,, following v, such that d,eD,, ” and that is
located on the $ame branch of the workflow as V andv,)}. For
instance, consider the example of FIG. 1 Whereby d, belongs
to D,”, D7, Dy, Dy and D, R *={2, 5}.

When a server b, receives the data block B,“ encrypted with
PK, (i.e. he is granted read access on d,), he decrypts the
structure using SK, in order to get access to d, and sign,(d,).
b, is then able to verify the integrity of d, using PK , i.e. thatd,
was last modified after the execution of vertex v,,. Further, if
b, is granted write access on d,, he can update the value of d,
and compute sign,(d,) yielding a new data block B, and a new
set H,'. If on the contrary server b, receives data block B,*
encrypted with PK,,, whereby in this case vertex v,, is
executed after v,, b, can verify the integrity of {B,* } 7K,
matching h,({B, } rx,) against the value contained in Hk .
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The integrity and confidentiality of data access thus relies on
the fact that the vertex private key SK, is made available to
server b, only prior to the execution of vertex v,.

The objective of the vertex private key distribution mecha-
nism is to ensure that only a server b, assigned to v, at runtime
and whose identity is a priory unknown can access the vertex
private key SK,. The basic idea behind this mechanism is to
map the workflow structure in terms of execution patterns
with an onion structure O, so that at each step of the workflow
execution a layer of O,, is peeled off using SK,,,, and SK, is
revealed.

When X is a set, an onion O is a multi-layered structure
composed of a set of n subsets of X (1), ,,; such that Vke
[1,n]l,,, =1, The elements of (1), ,,; are called layers of O,
in particular, 1, and 1, are the lowest and upper layers of O,
respectively. 1,(O) is the layer p of an onion O.

When A= (ak)k and B= (bk)k L AT two onion structures,
A is said to be Wrapped by B, denoted A = B when Jke[1,]]
such that a = b,. The vertex private keys are distributed to
servers Wlth respect to various workflow patterns including
SEQUENCE, AND-SPLIT, AND-JOIN, OR-SPLIT and OR-
JOIN being defined as follows.

Using the sequence workflow pattern the vertex private
keys are sequentially distributed to servers. In this case, an
onion structure assuring the distribution of vertex private keys
is sequentially peeled off by servers. Considering a sequence
ofn vertices (V;),e(1 .3 b1 assigned to v, initiates the workflow
execution with the onion structure O, defined as follows.

I ={SKy}

0,0 b= (e,

n—i+2

b = {{lidp |

s SKpir1 } for i e [2, n]

The workflow execution further proceeds as depicted in FIG.
4.Forie[2,n-1] the server b, assigned to the vertex v, receives

{br-in1 (Od)}PKpoll ,

peels one layer off by decrypting it using SK,,,;, reads 1,_;,,
(O, to retrieve SK, and sends {1, (O)}PK,,, tob,,.

Inthe case of anAND SPLIT workflow pattern, the servers
(by)ser2,,) assigned to the vertices (V,)(»,,,; are contacted con-
currently by b, assigned to the vertex v,. In this case, n-1
vertex private keys should be delivered to (b,),[.,; and the
upper layer of the onion O, available to b, therefore wraps
SK, and n-1 onions (O)e(2,, to be sent to (b),2,, as
depicted in FIG. 5.

04 =1{5K1, Ogp, O3, O}

Oy = {{SK;}P,(W[_ } forie[2,n—1]

In the case of a single workflow initiator, an AND-JOIN
workflow pattern is preceded in the workflow by an AND-
SPLIT workflow pattern. In this case, the vertex v,, is executed
by the server b, if and only if the latter receives n—1 messages
as depicted in FIG. 6. The vertex private key SK,, is thus
divided into n-1 parts and defined by SK,,=SK,, DSK,, D .
@SK,, .TheonionO, sentby b, thus 1ncludes SK Be51des
in order to avoid redundancy, the onion structure d associated
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with the sequel of the worktlow execution right after v, is only
included in one of the onions received by b,,. Each (b,) ¢ ,,_1;
therefore sends O, to b,, where

O = {10 K }

Oy = {{SK,LJ.}PKM” } forie[2,n—1]

The OR-SPLIT workflow pattern is an exclusive choice, v,
sends one message to an appropriate participant.

O41 =1{5K1, Os2, Oy, - » Oan}

Oy = {{SK; P, } forie[2,n—1]

0O, is available to the server assigned to v,. This is the same
structure as the AND-SPLIT workflow pattern, yet the latter
only sends the appropriate O, to v, depending on the result of
the OR-SPLIT condition.

In an OR-JOIN workflow pattern, there is a single work-
flow initiator server. Therefore, the OR-JOIN is preceded in
the workflow by an OR-SPLIT workflow pattern. The server
assigned to v,, receives in any cases a single message thus a
single vertex private key is required that is sent by one of the
(b1 »—17 depending on the choice made of the previous OR-
SPLIT in the workflow. b, thus receives in any cases:

I1 ={A, SKy}
Oy4:
" {12 = {{zl},,,(poln}

where d is an onion structure associated with the sequel of the
workflow execution right after v,,.

The key distribution is processed by building an onion
structure corresponding to the workflow execution pattern.
This is rather straightforward and better sketched throughout
anexample according to the workflow depicted in FIG. 1. The
onion O, enabling the vertex private keys distribution during
the execution of the workflow is defined as follows:

sequel after vg

Oq = { {8K,, {8Ky, {SK;, {5Ks , {5K7} pic
N

Y
First AND-SPLIT branch

pol

J

}PKp016 YPE pot 5 VPK poi 5
. J

v
First AND-SPLIT branch

{SK4, {8Ks, {SKs,
N J

Second AND-SPLIT branch

}PK poi ¢ JPKpol s

~
Second AND-SPLIT branch

}PKp014 }PKpo,l }

The onions associated with the two branches forming the
AND-SPLIT workflow pattern are wrapped by the layer cor-
responding to v,. Only the first AND-SPLIT branch includes
the sequel of the workflow after v,.
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For creation of an execution proof along the workflow
execution, an onion structure O ' is built at each execution
step 1 with vertex private keys in order to allow servers to
verify the integrity of the workflow execution. The onion
structure O, is initialized by the server b, assigned to v, who
computes

Oy = {hl(PW)}Skpoll

where P, is called workflow policy and is defined as follows.
A workflow specification S, denotes the set S,={W.(J,",1,",
POL)ery ophy } Where J/={ke[1,j]Id,eD/} and J*={ke[1,j]
Id.eD,”} (J, and I, basically specify for each vertex the set of
data that are granted read-only and read-write access, respec-
tively). S;;-is defined at workflow design phase.

The workflow policy P, denotes the set P,,=S, JU{W,,
h,}U{PK,lie[1,n]}, wherein Py, is a public parameter com-
puted by the workflow initiator server b, and that is available
to the servers being involved in the execution of the workflow
W.

The onion structure O, is initialized this way so that it
cannot be replayed as it is defined for a specific instance of a
workflow specification. At the step i of the workflow execu-
tion, b, receives O,  and encrypts its upper layer with SK, to
build an onion O, Wthh he sends to b, ; upon completion of
v,. Considering a set (V)17 of vertices executed in sequence
the following definitions are resulting:

Op 1l = {{hl(Pw)}stoll}

Op,y il = {{ll(om )}SKZ}

Op, 1y = {10y g | for i€ [3, ]

The building process of O, is based on workflow execution
patterns yet since it is built at runtime contrary to the onion
structure O, this is straightforward. First, there is no specific
rule for OR-SPLIT and OR-JOIN workflow patterns. Second,
when encountering an AND-SPLIT workflow pattern, the
same structure O, is concurrently sent while in case of an
AND-JOIN workflow pattern, the n—1 onions received by a
server b, are wrapped by a single structure:

1=HOup Opyp -5 0, Js, -

In order to verify that the workflow execution is compliant
with the pre-defined plan when he starts the execution of the
vertex v, the server b, assigned to v, just peels off the layers of
O, , using the vertex public keys of the vertices previously
executed based on Sy Doing so he retrieves the value

th(Pwlse,,

that should be equal to the one he can compute given Py, if the
workflow execution has been so far executed according to the
plan.

Considering the example depicted in FIG. 1, at the end of
the workflow execution the onion O,, is defined as follows.
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{{{{hl(PW)}SKpoll }SK } ,{{{hl(Pw)}stoll }SK } }
2Lk, 4) sk

First AND—SPLIT branch

0, =

SKg

Second AND-SPLIT branch
SK7

th(Pwlse,,

is sent by b, assigned to v, to both b, and b, assigned to v, and
v, respectively. The onion structure associated with the two
branches forming the AND-SPLIT workflow pattern thus
includes

{hl(Pw)}stoll

twice.

The vertex key pairs have to be generated and defined for a
single instance of a workflow specification in order to avoid
replay attacks. To that effect, it might be proposed to capital-
ize on ID-based encryption techniques, in the specification of
the set (PK,,SK,),, ;- Forall ie[1,n] (PK,,SK,) is defined by:

{PKi = (Wiig @ Sw ;)
SK; = SXhz(PK;)

where seZ, foraprime q. s is called master key and is held by
the private vertex keys generator which is in this case the
workflow initiator server. This vertex key pair specification
has a double advantage. First vertex key pairs cannot be
reused during any other workflow instance and second vertex
public keys can be directly retrieved from W and W, , when
verifying the integrity of workflow data or peeling off the
second onion structure O,,.

In order to support a coherent execution of the mechanisms
presented so far, workflow messages exchanged between
servers consist of the set of information that is depicted in
FIG. 7. Workflow data (dg)(, ;1 are all transported between
servers and satisfy the data block specification. A single mes-
sage may include several copies of the same data block struc-
ture that are encrypted with different vertex public keys based
on the execution plan. This can be the case with AND-SPLIT
workflow patterns. Besides, workflow data can be stored in
two different ways depending on the requirements for the
execution of the workflow. Either the iterations of data result-
ing from each modification in workflow messages is kept till
the end of the execution or the data content is simply replaced
upon completion of a vertex. The bandwidth requirements are
higher in the first case since the size of messages increases as
the workflow execution proceeds further.

P,-is required to retrieve vertex and policy public keys and
specifies the workflow execution plan. The two onion struc-
tures, namely the first onion structure O ;and the second onion
structure O,,, are also included in the message.

Upon receipt of the message depicted in FIG. 7 aserver b,
assigned to v, retrieves first the vertex private key from the
first onion structure O,. He then checks that P, is genuinei.e.
that it was initialized by the initiator server of the workflow
assigned to v,. He is later on able to verify the compliance of
the workflow execution with the plan using the second onion
structure O,, and finally he can process workflow data.

The mechanisms presented so far can be combined to sup-
port the secure execution of the workflow in the decentralized
setting.
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Integrating security mechanisms to enforce the security
requirements of the decentralized workflow execution
requires a process strongly coupled with both workflow
design and runtime specifications. At the workflow design
phase, the workflow specification S;;, is defined in order to
specify for each vertex the sets of data that are accessible in
read and write access and the credentials required by potential
servers to be assigned to workflow vertices. At workflow
initiation phase, the workflow policy P;-is specified and the
first onion structure O, is built. The workflow initiator server
builds then the first set of workflow messages to be sent to the
next servers involved. This message generation process con-
sists of the initialization of the data blocks and that of the
second onion structure O,

Atruntime, a server b, chosen to execute a vertex v, receives
a set of workflow messages. Those messages are proceeded to
retrieve SK, from the first onion structure O, and to access
workflow data. Once the vertex execution is complete b,
builds a set of workflow messages to be dispatched to the next
servers involved in the execution. In this message building
process, the data and the second onion structure O, are
updated.

The set of functional operations composing the workflow
initiation and runtime specifications is precisely specified
later. In the following N’ denotes a set defined by N,/={l¢[1,
n]ldeD; and v, is executed right after v,}. considering the
example of FIG. 1: d, is accessed during the execution of the
vertices v,, v, and vs thus N,'={2, 5}.

FIG. 8 shows a sequence of operations for a workflow
initiation. The workflow is initiated by initiator server b,
assigned to vertex v, who issues a first set of workflow mes-
sages

(Mlﬁjp )pE[l,zll'

The workflow initiation consists of the following operations:

1. Workflow policy specification: generate (PK,,SK,).c(;

2. Initialization of the first onion structure O,

3. Data block initialization: compute Vke[1,j]sign,(d,)

4. Data block encryption: Vke[1,j] determine N,' and com-
pute Vke[1,j], V1 eN,'{B,'}PK,

5. Data block hash sets: Vke[1,j] determine R,' and compute

Vke[1,j], VieR,'h, ({B,' }PKI)}SKI
6. Initialization of the second onion structure O,:

@)

7. l\/fessage generation based on W and (Nkl)ké[1 A

The workflow messages are generated with respect to the
specification defined in FIG. 7 and sent to the next servers
involved. This includes the initialization of the second onion
structure O, and that of data blocks which are encrypted with
appropriate vertex public keys.

FIG. 9 shows a sequence of operations for a workflow
message processing. A server b, being assigned to a vertex v,
proceeds as follows upon receipt of the set of workflow mes-
sages (M. L, —i)pef1 i) S€0t by K, servers assigned to the vertices
(Y Jpervid " executed right before v,.

1. i{etrieve SK, from the first onion structure O,
2. Data block decryption with SK, based on J,”
3. Execution proofs verification: peel off the second onion

structure O,

4. Data integrity check based on W and P,

5. Vertex execution

6. Data block update: compute VkeJ,"sign,(d;) and update d,
content

compute
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7. Data block encryption: Vkel,” determine N, and compute
Vkel, V1eN,/{B,'}PK,

8. Data block hash sets: Vkel,” determine R,’ and compute
Vkel,”, VleRkih ({BSYPK D} sk,

9. Second onion structure O, update compute O,

10. Message generation based on W and (Nk )ké[u]
Afterhaving retrieved SK, from the first onion structure O ,,

server b, verifies the integrity of workflow data and that the

execution of the workflow up to his workflow is consistent
with the second onion structure O,,. Workflow data are then
processed during the execution of v, and data blocks are

updated and encrypted upon completion. Finally, server b,

computes O, and issues the set of workflow messages

M, )en 2 o the intended servers in accord with the execu-

tion pattern of the workflow.

For the security of the workflow execution, there are sev-
eral alternatives With respect to the management of the policy
key pair (PK,;,SK,,;), including single key distribution
based on the policy compliance, group key management or
policy-based cryptography. Amongst those alternatives, only
the policy based cryptography scenario as part of the security
evaluation of the object is discussed herein. In the following
two assumptions are made:

1. IND-PB-CCA: the policy- basedencryption scheme used in
the specification of (PK,,,;,SK,.;);1,1 15 semantically
secure against a chosen ciphertext attack for a policy-based
encryption and the associated policy-based signature
scheme achieves signature unforgeability.

2. IND-CCA: the public key encryption scheme used in the
specification of (PK,SK,);, ,; is semantically secure
against a chosen ciphertext attack the associated signature
scheme achieves signature unforgeability.

The integrity of the distributed workflow execution is
ensured. This basically means that workflow data are
accessed and modified by authorized servers based on the
pre-defined plan specified by means of the sets J,” and J,”.

This property is ensured by the first onion structure O,
which assures the vertex key distribution used in the access to
workflow data based on the workflow execution plan. Assum-
ing that a workflow initiator server builds O, based on the
methodology specified before and under IND-PB-CCA, thus
it is not feasible for an adversary A to extract the vertex private
key SK, from O, if A does not satisfy the set of policies
(POl rep1, associated with the set of vertices (Vv )ier1,n
executed prior to v, in workflow W. This is true as the structure
ot O, is mapped to workflow W.

Upon receipt of a workflow message, a server is sure that
the workflow has been properly executed so far provided that
he trusts the servers satisfying the policy pol,.

This means that an adversary that does not verity a policy
that is trusted by some servers cannot forge a workflow
instance, i.e. that he cannot produce a workflow message
faking a valid workflow instance. This property is enforced by
the second onion structure O,. Assuming that a workflow
initiator server builds the second onion structure O,, based on
the methodology specified above and under IND-PB-CCA,
the second onion structure O, unforgeable. To assure the
unforgeability property, it has to be verified that:

1. A genuine second onion structure O, built during a previous
instance of a workflow cannot be replayed.

2. A second onion structure O, cannot he built by an adversary
that is not trusted by servers.

The first property is enforced by the fact that a second
onion structure O, properly built by trustworthy peers is
bound to a specific workflow policy P, and thus cannot be
reused during an attempt to execute a malicious workflow
instance. The second property is straightforward under IND-



US 9,047,490 B2

19

PB-CCA as the policy-based signature scheme achieves sig-
nature unforgeability. Thus, an adversary cannot produce a
valid onion

Op 1l = {{hl(Pw)}stoll }

Assuming servers involved in a workflow instance do not
share vertex private keys they retrieve from the first onion
structure O, the approach achieves the following data integ-
rity properties:

1. Data truncation and insertion resilience: any server can
detect the deletion or the insertion of a piece of data in a
workflow message.

2. Data content integrity: any server can detect the integrity
violation of a data block content in a workflow message.
The first property is ensured as the set of workflow data

blocks that should be present in a workflow message is speci-

fied in Py, the workflow message formatting has thus to be
compliant with the workflow specification. The second prop-

erty is assured by the fact that an adversary cannot modify a

given data block without providing a valid signature on this

data block. This property relies on the unforgeability of the
signature scheme used in the data block and hash set specifi-
cations.

These three security properties enable a coherent and
secure execution of distributed workflows. Yet the approach
can still be optimized to avoid the replication workflow mes-
sages. A server may indeed send the same workflow message
several times to different servers satisfying the same security
policy resulting in concurrent executions of the given work-
flow instance. An approach based on a stateful service dis-
covery mechanism can be envisioned to cope with this prob-
lem.

In prior technical work that describes preventing informa-
tion leakage within workflows that execute among competing
organizations, and/or that describe a chinese wall security
model for decentralized workflow systems, mechanisms are
proposed for the management of conflicts of interest during
the distributed execution of workflows. These pieces of work
specify solutions in the design of access control policies to
prevent servers from accessing data that are not part of their
classes of interest. These approaches do not address the issue
policy enforcement with respect to integrity of execution in
fully decentralized workflow management systems. None-
theless, the access control policy models described in this
work can be used to augment the above approach especially in
the specification of the sets J,” and J,” at workflow design
time.

Onion encryption techniques have been introduced in a
variety of technical publications. In contrast to this the above
described approach maps onion structures with workflow
execution patterns in order to built proofs of execution and
enforce access control on workflow data. As a result, more
complex business scenarios are supported by the present
approach than usual onion routing solutions. Furthermore,
combined with policy encryption techniques, the present
approach provides a secure runtime environment for the
execution of fully decentralized workflows supporting runt-
ime assignment of servers, a feature which had not been
tackled so far.

Finally the present approach is suitable for any business
scenarios in which business roles can be mapped to security
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policies that can be associated with key pairs. It can thus be
easily integrated into existing security policy models such as
chinese wall security model.

Inthe above, mechanisms were presented towards meeting
the security requirements raised by the execution of work-
flows in a decentralized setting. The present approach, capi-
talizing on onion encryption techniques and security policy
models, protects the access to workflow data with respect to a
pre-defined workflow execution pattern/plan and provides
proofs of execution to servers. Those mechanisms can easily
be integrated into the runtime specification of decentralized
workflow management systems and are further suitable for
fully decentralized workflow supporting the runtime assign-
ment of servers to workflow tasks. These mechanisms will
foster the development of dynamic business applications
whereby workflow actors do not need to rely on a dedicated
infrastructure to provide their resources as one of the major
flaws slowing down this trend was the lack of security.

The invention claimed is:

1. A method for a secure execution of workflow tasks of a
workflow to be executed according to an execution pattern in
a distributed workflow management system within a decen-
tralized network system with a plurality of servers (b,
by, ...,b,)including at least an initiator server and at least one
or more groups of servers, the execution pattern being state-
less such that, upon completion of required workflow tasks,
each server sends all workflow data to a next server and is able
to go offline during a remainder of the execution pattern, the
initiator server executing a first set of the workflow tasks, each
of the one or more groups of servers satisfying a policy (pol,)
of'a vertex (v,), and thus, knowing a corresponding policy key
pairincluding a policy privatekey (SK,,,;;) and a policy public
key (PK,,;), wherein each vertex (v,) denotes a set of work-
flow tasks to be executed in accordance with the execution
pattern and is assigned a vertex key pair including a vertex
private key (SK,) and a vertex public key (PK,), and wherein
vertex private keys and policy public keys are jointly
encrypted within a first onion structure (O,), the first onion
structure (O,) being built up of a number of onion layers
representing the execution pattern that defines a succession of
vertices such that each onion layer is decryptable by using the
policy private key of exactly one vertex (v,), thus revealing a
corresponding vertex private key (SK,), the method compris-
ing, starting at an i’th server, the i’th server being different
than the initiator server, being a server of one of the one or
more groups of servers, and being assigned at runtime based
on a service discovery mechanism in accordance with the
execution pattern to execute one vertex of the workflow, the
policy comprising credentials the i’th server satisfies in order
to be assigned to a respective vertex, called herein the i’th
vertex, at least the following operations:

receiving, over a network at the i’th server, the first onion

structure (O,) with an outermost layer including an i’th
vertex private key (SK,) and encrypted with an i’th
policy public key (PK,,,;);
receiving, over the network at the i’th server, the workflow
originating from the initiator server, the workflow
including all of the workflow data, wherein all of the
workflow data includes a subset of workflow data
encoded by an i’th vertex public key (PK,);
decoding, at the i’th server, the i"th vertex private key (SK,)
by using a known i’th policy private key (PK,,,,);

decoding, at the i’th server, the workflow data encoded by
the 1’th vertex public key (PK,) from the workflow by
using the i’th vertex private key (SK,);

processing, at the i’th server, a second onion structure

(O,,_,) to verify an integrity of the workflow data, the
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second onion structure (O,,) being built at each execution
step with vertex private keys based on the execution
pattern and being initialized by the initiator server, so
that the 1’th server (b,) receives the second onion struc-
ture (O,,_,) with (i-1) layers and encodes the second
onion structure (O,,_,) to provide the extended second
onion structure (O,,) by encrypting an upper layer with
the i’th vertex private key (SK,) to extend the second
onion structure (O,,,_,;) up to 1 layers sent to at least one
(i+1)’th server as one server of the one or more groups of
servers satistying a policy (pol,, ) of an (i+1)’th vertex
(v,_;) as the next vertex in the succession of vertices
upon completion of the i’th vertex;

encoding, at the i’th server, the second onion structure

(O,,_,) to provide an extended second onion structure
©,.);

based on verifying, executing the i’th vertex (v,) and pro-

cessing, at the i’th server, decoded workflow data
accordingly;

updating, at the i’th server, the workflow according to an

executed i’th vertex (v,) and processed workflow data to
provide an updated workflow;
assigning at least one (i+1)’th server of one of the one or
more groups of servers based on the service discovery
mechanism in accord with the execution pattern; and

sending the updated workflow, a partly decoded first onion
structure (O), and the extended second onion structure
(0,,)totheatleast one (i+1) th server, the (i+1)’th server
being a server of one of the one or more groups of servers
satisfying a policy (pol,, ;) of an (i+1)’th vertex (v,, ) as
a next vertex in the succession of vertices.

2. The method according to claim 1, wherein updating the
workflow comprises encoding at least the processed work-
flow data with an (i+1)’th vertex public key (PK,,,) corre-
sponding to the succession of vertices and adding the pro-
cessed workflow data to the workflow.

3. The method according to claim 2, wherein the i’th server
(b,) choses the (i+1)’th server (b,, ;) at runtime to execute the
(i+1)’th vertex (v,,,) as the vertex following the i’th vertex
(v,) in the succession of vertices.

4. The method according to claim 2, wherein the processed
workflow data are included in a data block consisting of two
fields, the processed workflow data that have last been modi-
fied during execution of the i’th vertex (v,) and a signature,
and wherein the data block is associated with a set of signa-
tures that is computed by the i’th server (b,) assigned to the
1’th vertex (v,) at runtime.

5. The method according to claim 4, wherein the data block
and the set of signatures can be determined according to the
following formulas:

B, =(dysign,(dy)

Signa(dk):{hl () }SKa

wherein d, is the actual processed workflow data, h, is a first
hash function, and SK,, the private vertex key of the vertex a.

6. The method according to claim 1, wherein the first onion
structure (O,) is determined by the initiator server.

7. The method according to claim 1, wherein the i’th server
(b,) sends a workflow message to the (i+1)’th server (b,,,)
upon execution of the i’th vertex (v,) and updating of the
workflow, the workflow message including the updated work-
flow, the partly decoded first onion structure (O,) and the
extended second onion structure (O,,) so that the (i+1)’th
server can first retrieve an (i+1)’th vertex private key (SK,, ;)
from the first onion structure (O,), can verify compliance of a
workflow execution with the execution pattern using the
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extended second onion structure (O,,,), and can execute the
(i+1)’th vertex (v,, ;) and process the workflow data accord-
ingly.

8. The method according to claim 7, wherein the second
onion structure (O,) is initiated by the initiator server, which
computes the first ﬁlyer as an inner most layer by determining
a hash value of a worktlow policy using a first hash function
and encoding the hash value using the policy private key of a
first vertex according to the succession of vertices.

9. The method according to claim 8, wherein the workflow
policy is defined by the initiator server.

10. The method according to claim 1, wherein each vertex
key pair (SK(,, PK,) assigned to exactly one vertex (v,) is
defined for a single instance of the workflow such that each
vertex key pair cannot be reused during any other workflow
instance.

11. The method according to claim 1, wherein the first
onion structure (O,) represents a sequence workflow pattern
described by the following formula:

by =1{SKy}

o, b ={lhtdpe,y,  SKniafori € 2.n)

et = (il |

wherein 1, describes the j’th layer of the onion structure O,
SK, is a j’th policy public key, wherein je[1.n].
12. The method according to claim 1, wherein the first
onion structure (O ) represents a AND-SPLIT workflow pat-
tern described by the following formula:

Og1 ={5K1, Oaz, O3, ..., Oy}

Oy = {{SK; P, } forie[2,n—1]

wherein O,; is an onion as part of the onion structure O,
SK, i.s aj’th vertex pr.ivate key, gnd PK;w ; is aj’th policy
public key, wherein je[1,n], being an integer value.

13. The method according to claim 1, wherein the first

onion structure (O,) represents a AND-JOIN workflow pat-
tern described by the following formula:

Og1 ={5K1, Oaz, Ogs..., Oy}

Oy = {{SK; P, } forie[2,n—1]

wherein O,; is an onion as part of the onion structure O,
Pquzj is. a.j’th Policy public key, the vertex private key
SK,, is divided into n -1 parts and defined by SK,=SK,,

@SK,, D ... PSK,, ,is the onion structure, wherein

j€[1,n-1], n being an integer value.
14. The method according to claim 1, wherein the first
onion structure (O,) represents a OR-SPLIT workflow pat-
tern described by the following formula:

O = {10 K }

Oy = {{SK,LJ.}PKM” } forie[2,n—1]
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wherein ,,; is an onion as part of the onion structure O,
PKpon is a j’th policy public key, and SK is a j’th vertex
private key, wherein je[1,n-1], n being an integer value.

15. The method according to claim 1, wherein the first

onion structure (O ) represents a OR-JOIN workflow pattern
described by the following formula:

I ={A, SK,;}
Oyt
? { b= {{11 }Pl(poln }

wherein PK,,,; is an n’th policy public key, and SK,, is an
n’th vertex private key, A is the onion structure, and 1,
and 1, layers of the onion structure O,
16. The method according to claim 1, wherein the vertex
key pairs are defined as follows: i€[1,n], n being an integer
value

{ PK; = bi(Wiyy ©Sw &y;)
SK; = s X p(PK;)

wherein seZ; foraprime q, s is called a master key held by
the initiator server, h, is a second hash function, W,;, is
a string, called workflow instance identifier, S, denotes
a workflow specification, v; is the 1’th vertex, and the
vertex key pairs (PK,,SK,) are calculated upon creation
of the workflow pattern.

17. A system configured to be used for a secure execution
of workflow tasks of a workflow to be executed according to
a given execution pattern within a decentralized network
system with a plurality of servers (b,, b, . . ., b,), the system
including at least an initiator server and at least one or more
groups of servers, the execution pattern being stateless such
that, upon completion of required workflow tasks, each server
sends all workflow data to a next server and is able to go
offline during a remainder of the execution pattern, the initia-
tor server executing a first set of the workflow tasks, each of
the one or more groups of servers satisfying a policy (pol,) of
a vertex (v,), and thus, knowing a corresponding policy key
pair including a policy private key (SK,,,;;) and a policy public
key (PK,,,;), wherein each vertex (v,) denotes a set of work-
flow tasks to be executed in accordance with the execution
pattern and is assigned a vertex key pair including a vertex
private key (SK,) and a vertex public key (PK,), and wherein
vertex private keys and policy public keys are jointly
encrypted within a first onion structure (O,), the first onion
structure (O,) being built up of a number of onion layers
representing the execution pattern that defines a succession of
vertices such that each onion layer is decryptable by using the
policy private key of exactly one vertex (v,) thus revealing a
corresponding vertex private key (SK,), wherein an i’th
server, the i’th server being different than the initiator server,
being a server of one of the one or more groups of servers, and
being assigned at runtime based on a service discovery
mechanism in accordance with the execution pattern to
execute one vertex of the workflow, the policy comprising
credentials the i’th server satisfies in order to be assigned to a
respective vertex, called herein the i’th vertex, at least the
following operations:

receiving, over a network at the i’th server, the first onion

structure (O,) with an upper most layer including the i’th
vertex private key (SK,) and being encrypted with ani’th
policy public key (PK,,;,);
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receiving, over a network at the i’th sever, the workflow
originating from the initiator server, the workflow
including all of the workflow data, wherein all of the
workflow data includes a subset of workflow data
encoded by an i’th vertex public key (PK,);

decoding, at the i’th server, the i’th vertex private key (SK,)

by using a known i’th policy private key;

decoding, at the i’th server, the workflow data encoded by

the i’th vertex public key (PK,) from the workflow by
using the i’th vertex private key (SK,);
processing, at the i’th server, a second onion structure
(O,,_,) to verify an integrity of the workflow data, the
second onion structure (O,,) being built at each execution
step with vertex private keys based on the execution
pattern and being initialized by the initiator server, so
that the i’th server (b,) receives the second onion struc-
ture (O,,_,) with (i-1) layers and encodes the second
onion structure (O,,_,) to provide the extended second
onion structure (O,,;) by encrypting an upper layer with
the i’th vertex private key (SK,) to extend the second
onion structure (O,,,_;) up to 1 layers sent to at least one
(i+1)’th server as one server of the one or more groups of
servers satisfying a policy (pol,, ) of an (i+1)’th vertex
(v,,;) as the next vertex in the succession of vertices
upon completion of the i’th vertex;
encoding, at the i’th server, the second onion structure
(O,,_,) to provide an extended second onion structure

base(f on verifying, executing the i’th vertex (v,) and pro-
cessing, at the i’th server, decoded workflow data
accordingly;

updating, at the i’th server, the workflow according to an

executed i’th vertex (v,) and processed workflow data to
provide an updated workflow;
assigning at least one (i+1)’th server of one of the one or
more groups of servers based on the service discovery
mechanism in accord with the execution pattern; and

sending the updated workflow, a partly decoded first onion
structure (O), and the extended second onion structure
(0,,) to theatleastone (i+1) th server, the (i+1)’th server
being a server of one of the one or more groups of servers
satisfying a policy (pol,, ;) of an (i+1)’th vertex (v,,,) as
a next vertex in the succession of vertices.

18. An initiator server for initiating a secure execution of
workflow tasks of a workflow to be executed according to a
given execution pattern within a decentralized network sys-
tem with a plurality of servers (b, by, . . ., b,) including at
least one or more groups of servers, the execution pattern
being stateless such that, upon completion of required work-
flow tasks, each server sends all workflow data to a next server
and is able to go offline during a remainder of the execution
pattern, the initiator server executing a first set of workflow
tasks and being different than other servers of the plurality of
servers, each of the one or more groups of servers satisfying
a policy (pol,) of a vertex (v,), and thus, knowing a corre-
sponding policy key pair including a policy private key
(SK,,.;;) and a policy public key (PK,,,;;), wherein each vertex
(v,) denotes a set of workflow tasks to be executed in accor-
dance with the execution pattern and is assigned a vertex key
pair including a vertex private key (SK,) and a vertex public
key (PK,), and wherein the initiator server is configured to
encrypt vertex private keys and policy public keys jointly
within a first onion structure (O,), the first onion structure
(O,) being built up of a number of onion layers representing
the execution pattern that defines a succession of vertices
such that each onion layer is decryptable by using the policy
private key of exactly one vertex (v,) thus revealing a corre-
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sponding vertex private key (SK,), wherein the initiator server
is further configured to assign at least one server of the one or
more groups of servers at runtime of the workflow in accor-
dance with the execution pattern, based on a service discovery
mechanism, to execute one vertex of the workflow, the work-
flow including all of the workflow data, wherein all of the
workflow data includes a subset of workflow data encoded by
an i’th vertex public key (PK,).
19. The initiator server according to claim 18, which is one
server of at least one of the groups of servers, each group
satisfying a policy (pol,) of a vertex.
20. The initiator server according to claim 18, which is
configured to initialize, along with the execution pattern, a
second onion structure (O,) extending at each execution step
with vertex private keys based on the execution pattern, so
that an 1’th server assigned at runtime, based on a service
discovery mechanism, to execute the i’th vertex can receive
the second onion structure (O,) with (i-1) layers and can
encrypt an upper layer with an i’th vertex private key (SK,) to
extend the second onion structure (O,) up to i layers sent to at
least one (i+1)’th server as one server of the one or more
groups of servers satistying a policy (pol,, ;) of an (i+1)’th
vertex (v,, 1) as the next vertex in the succession of vertices
upon completion of the i’th vertex.
21. The initiator server according to claim 20, wherein the
initiator server can initialize the second onion structure (O,)
by computing a first layer as an inner most layer by determin-
ing a hash value of a workflow policy using a first hash
function and encoding the hash value by using the policy
private key of a first vertex according to the succession of
vertices.
22. The initiator server according to claim 21, wherein the
initiator server is configured to define the workflow policy.
23. A method for a secure execution of workflow tasks ofa
workflow to be executed according to an execution pattern in
a distributed workflow management system with a plurality
of servers, the execution pattern being stateless such that,
upon completion of required workflow tasks, each server
sends all workflow data to a next server and is able to go
offline during a remainder of the execution pattern, each
server satisfying a policy of a vertex of the workflow, and
thus, knowing a corresponding policy private key and a cor-
responding policy public key, the method comprising, start-
ing at an i’th server which is assigned at runtime based on a
service discovery mechanism in accordance with the execu-
tion pattern to execute the i’th vertex of the workflow, the
policy comprising credentials the i’th server satisfies in order
to be assigned to a respective vertex, called herein the i’th
vertex, at least the following operations:
receiving, over a network at the i’th server, a first onion
structure being built up of a number of onion layers
representing the execution pattern with an outermost
layer including an i’th vertex private key assigned to the
i’th vertex and encrypted with an i’th policy public key;

receiving, over the network at the 1°th server, the workflow
originating from an initiator server, the workflow includ-
ing all of the workflow data, wherein all of the workflow
data includes a subset of workflow data encoded by a
corresponding i’th vertex public key, the initiator server
executing a first set of workflow tasks and being differ-
ent than the i’th server;

decoding, at the i’th server, the i’th vertex private key by

using an i’th policy private key;

decoding, at the i’th server, the workflow data encoded by

the i’th vertex public key from the workflow by using the
i’th vertex private key;

10

15

20

25

30

35

40

45

50

55

60

65

26

processing, at the i’th server, a second onion structure
(0,,_,) to verify an integrity of the workflow data, the
second onion structure (O,,) being built at each execution
step with vertex private keys based on the execution
pattern and being initialized by the initiator server, so
that the 1’th server (b,)receives the second onion struc-
ture (O,,,,) with (i 1) layers and encodes the second
onion structure (O,,_,) to provide the extended second
onion structure (O,,) by encrypting an upper layer with
the i’th vertex private key (SK,) to extend the second
onion structure (O,,_,) up to i layers sent to at least one
(i+1)’th server as one server of the one or more groups of
servers satistying a policy (pol,,,) of an (i+1)’th vertex
(v,,,) as the next vertex in the succession of vertices
upon completion of the i’th vertex;
encoding, at the i’th server, the second onion structure
(O,,_,) to provide an extended second onion structure
(Opi);

based on verifying, executing the i’th vertex (v, ) and pro-
cessing, at the i’th server, decoded workflow data
accordingly;

updating, at the i’th server, the workflow according to an

executed i’th vertex (v) and processed workflow data to
provide an updated workflow;
assigning at least one (i+1)’th server of one of the one or
more groups of servers based on the service discovery
mechanism in accord with the execution pattern; and

sending the updated workflow, a partly decoded first onion
structure (O), and the extended second onion structure
(0,,) to theatleastone (i+1) th server, the (i+1)’th server
being a server of one of the one or more groups of servers
satisfying a policy (pol,, ;) of an (i+1)’th vertex (v,, ) as
a next vertex in the succession of vertices.
24. A computer program product with a non-transitory
computer-readable medium and a computer program stored
on the computer-readable medium with a program code
which is suitable for carrying out a method for a secure
execution of workflow tasks of a workflow to be executed
according to an execution pattern in a distributed workflow
management system with a plurality of servers, the execution
pattern being stateless such that, upon completion of required
workflow tasks, each server sends all workflow data to a next
server and is able to go offline during a remainder of the
execution pattern, each server satisfying a policy of a vertex
of the workflow, and thus, knowing a corresponding policy
private key and a corresponding policy public key, the method
when the computer program is run on a computer comprising,
starting at an i’th server that is assigned at runtime based on a
service discovery mechanism in accordance with the execu-
tion pattern to execute an i’th vertex of the workflow, the
policy comprising credentials the i’th server satisfies in order
to be assigned to a respective vertex, called herein the i’th
vertex, at least the following operations:
receiving, over a network at the i’th server, a first onion
structure being built up of a number of onion layers
representing the execution pattern with an outermost
layer including an i’th vertex private key assigned to the
i’th vertex and encrypted with an i’th policy public key;

receiving, over the network at the i’th server, the workflow
originating from aninitiator server, the workflow includ-
ing all of the workflow data, wherein all of the workflow
data includes a subset of workflow data encoded by a
corresponding i’th vertex public key, the initiator server
executing a first set of workflow tasks and being differ-
ent than the i’th server;

decoding, at the i’th server, the 1’th vertex private key by

using the i’th policy private key;
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decoding, at the i’th server, the workflow data encoded by
the i’th vertex public key from the workflow by using the
i’th vertex private key;
processing, at the i’th server, a second onion structure
(0,,_,) to verify an integrity of the workflow data, the
second onion structure (O,,) being built at each execution
step with vertex private keys based on the execution
pattern and being initialized by the initiator server, so
that the 1’th server (b,) receives the second onion struc-
ture (O,,_,) with (i-1) layers and encodes the second
onion structure (O,,_,) to provide the extended second
onion structure (O,,) by encrypting an upper layer with
the i’th vertex private key (SK,) to extend the second
onion structure (O,,_,) up to i layers sent to at least one
(i+1)’th server as one server of the one or more groups of
servers satistying a policy (pol,, ) of an (i+1)’th vertex
(v,,,) as the next vertex in the succession of vertices
upon completion of the i’th vertex;
encoding, at the i’th server, the second onion structure
(O,,_,) to provide an extended second onion structure
(Opi);

based on verifying, executing the i’th vertex (v,) and pro-
cessing, at the i’th server, decoded workflow data
accordingly;

updating, at the i’th server, the workflow according to an

executed i’th vertex (v,) and processed workflow data to
provide an updated workflow;
assigning at least one (i+1)’th server of one of the one or
more groups of servers based on the service discovery
mechanism in accord with the execution pattern; and

sending the updated workflow, a partly decoded first onion
structure (O), and the extended second onion structure
(O,,) to the at least one (i+1)’th server, the (i+)’th server
being a server of one of the one or more groups of servers
satisfying a policy (pol,, ;) of an (i+1)’th vertex (v,, ;) as
a next vertex in the succession of vertices.

25. A system configured to be used for a secure execution
of workflow tasks of a workflow to be executed according to
an execution pattern within a decentralized network system,
the system including at least an initiator server and a plurality
of servers, the execution pattern being stateless such that,
upon completion of required workflow tasks, each server
sends all workflow data to a next server and is able to go
offline during a remainder of the execution pattern, each
server satisfying a policy of a vertex of the workflow, and
thus, knowing a corresponding policy key pair including a
policy private key and a policy public key, wherein each
vertex is assigned a vertex key pair including a vertex private
key and a vertex public key, wherein an i’th server as at least
one server which is to be assigned at runtime of the workflow
based on a service discovery mechanism in accordance with
the execution pattern to execute one of the vertices of the
workflow, the policy comprising credentials the i’th server
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satisfies in order to be assigned to a respective vertex, called
herein the 1’th vertex, at least the following operations:
receiving, over a network at the i’th server, the first onion
structure being built up of a number of onion layers
representing the execution pattern with an upper most
layer including an i’th vertex private key and being
encrypted with an i’th policy public key;
receiving, over the network at the i’th server, the workflow
originating from the initiator server, the workflow
including all of the workflow data, wherein all of the
workflow data includes a subset of workflow data
encoded by an i1’th vertex public key, the initiator server
executing a first set of workflow tasks and being differ-
ent than the i’th server;
decoding, at the i’th server, the i’th vertex private key by
using a known i’th policy private key;
decoding, at the i’th server, the workflow data encoded
by the 1’th vertex public key from the workflow by
using the i’th vertex private key;
processing, at the i’th server, a second onion structure
(O,,_,) to verify an integrity of the workflow data, the
second onion structure (O,,) being built at each execution
step with vertex private keys based on the execution
pattern and being initialized by the initiator server, so
that the i’th server (b,) receives the second onion struc-
ture (O,, ) with (i-1) layers and encodes the second
onion structure (O,,_,) to provide the extended second
onion structure (O,,;) by encrypting an upper layer with
the i’th vertex private key (SK,) to extend the second
onion structure (O,,_,) up to i layers sent to at least one
(i+1)’th server as one server of the one or more groups of
servers satisfying a policy (pol,, ) of an (i+1)’th vertex
(v,_;) as the next vertex in the succession of vertices
upon completion of the i’th vertex;
encoding, at the i’th server, the second onion structure
(O,,_,) to provide an extended second onion structure
base(f on verifying, executing the i’th vertex (v,) and pro-
cessing, at the i’th server, decoded workflow data
accordingly;
updating, at the i’th server, the workflow according to an
executed i’th vertex (v,) and processed workflow data to
provide an updated workflow;
assigning at least one (i+1)’th server of one of the one or
more groups of servers based on the service discovery
mechanism in accord with the execution pattern; and
sending the updated workflow, a partly decoded first onion
structure (O), and the extended second onion structure
(O,,) to the atleast one (i+1)’th server, the (i+1) th server
being a server of one of the one or more groups of servers
satisfying a policy (pol,, ;) of an (i+1)’th vertex (v,,,) as
a next vertex in the succession of vertices.
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